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Foreword by the Taskforce Chair
Task Force Chair - Digital Transformation

We named our task Force “Digital Transformation” as we truly believe we are in
for a new challenge, which is to re-imagine the way we design, think, and shape
our lives, economies, and work.

Technology is here to offer us an incredible opportunity: finding new solutions
to old problems, giving new answers to old questions. Technology is enhancing
our hardware, our platforms, our networks, and our infrastructures, but the
operating system remains our culture. That is why we are here, to facilitate ope-
rating in a very innovative and creative environment.

Digital Transformation is increasingly becoming a global engine of sustainable
economic growth, with over 60% of GDP expected to depend on digital tech-
nologies by 2022 . To enable this growth, connectivity must be considered an
essential service for all.

Digital population is on the rise, growing connection quality and outreach are
unlocking more valuable use cases, and new trends such as Big Data, Artificial
Intelligence, Internet of Things and Industry 4.0 are boosting business effective-
ness and efficiency.

Nevertheless, the full potential of Digital Transformation is yet to be realized: (i)
scattered infrastructure quality still leaves many people unconnected, (ii), lack
of trust in the overall digital ecosystem is adversely impacting the adoption of
digital technologies, (iii) companies’ interest towards investments and deploy-
ment of new digital technologies is not always at par, and (iv) significant gaps in
the level of digital literacy in both individuals and companies hinder the adop-
tion of innovative solutions.

The COVID-19 pandemic has also thrown a spotlight on the role of Digital
Transformation for sustainable and inclusive economic development. Network
capacity, coverage, and security have grown in importance. Individuals, both as
customers and citizens, with no or limited access to digital technologies are left
behind. Data consumption has risen exponentially exerting pressure on networ-
ks, with stability and cybersecurity becoming top-of-mind priorities.

The commitment of the B20 Italy is to unleash the full potential of the Digi-
tal Transformation, also as a driver for recovery, with a rigorous, tangible, and
actionable plan acting on three vectors:

« Consolidating digital and technological foundations: ensuring increased
network capacity and reach, improving world-wide connection quality, and pro-
moting a fair competition throughout the digital value chain;

« Enhancing the offering: facilitating the development of new products and ser-
vices from private and public sector for all stakeholders of the digital economy;
- Stimulating the demand: fostering the request for digital products and services
from both customers and companies by addressing digital skills gaps and lack of
awareness on their benefits.

Sincerely,

Maximo Ibarra
Chair of the 2021 B20 Digital Transformation Task Force

"World Economic Forum, Our Shared Digital Future: Responsible Digital Transformation - Board Briefing, 2019
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Why Digital Transformation Matters

“Digital Transformation has never been
more critical than today, in our post
Covid-19 reality, where the power of
technology gap is widening between de-
veloped and developing countries. As the
B20, it is our duty to ensure that acces-
sibility to all, inclusive of all countries is
brought to the forefront of our business
communities. Collectively, we can build
a tomorrow that we can all be a part of”

“Faced with a pandemic that caused un-
precedented disruption, this Policy Pa-
per charts a path towards an inclusive
recovery through Digital Transforma-
tion. Success will require a cross-sectoral
commitment to blend digital tools into
our economy and create on-ramps for
the digitally excluded. These recommen-
dations are the first step”

“Digital Transformation will create a
more sustainable world by supporting
economic growth, while limiting emis-
sions and resource exploitation, and
promoting inclusion. Unleashing the po-
tential of digital technologies should be
at the core of companies' business strat-
egies and at the top of public agendas”
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Why Digital Transformation Matters

“Digital infrastructure, innovation and in-
clusion need to be delivered at scale with
high-performance, security and energy
efficiency. For governments, this means
catalyzing investments, such as 5G, facil-
itating open innovation with markets de-
ciding the best technologies, and digital
opportunities made equal to all”

“Digitalization and sustainability are
two sides of the same coin. They serve
a common goal: to guarantee better
opportunities to all inhabitants of our
planet and to the generations to come.
It’s up to us to shape the digital trans-
formation in our respective areas of re-
sponsibility, and to take timely action in
the interest of everyone.”

“Accelerating e-commerce development
and digital inclusion, women and MS-
MEs, in particular, can be empowered to
participate in international trade. Digi-
tal Transformation creates a more fair,
diverse, and inclusive society with more
opportunities, and in return, it further
releases the potential of digitalization
to boost global economic recovery”
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Recommendations: Executive Summary

Recommendation 1 - Reduce Connection Inequalities:

Speed up the roll-out of high-capacity future-proof digital infrastructu-
res, enhance technology accessibility, and create on-ramps to the digital
economy for the excluded to foster innovation, competition, coopera-
tion, as well as inclusion and sustainability

Policy action 1.1: Enable and support the deployment and take-up of high-ca-
pacity and robust Fixed, Mobile and Satellite Broadband Connectivity across
areas to expand worldwide network coverage and increase connection capa-
city, also leveraging most advanced technologies

Policy action 1.2: Promote technology accessibility by endorsing public - pri-
vate partnerships and supporting private efforts to foster meaningful and in-
clusive connectivity for all, especially, but not limited to, developing countries

Recommendation 2 - Promote Trust in the Digital Ecosystem:

Harmonize regulatory principles to ensure fair competition and efficient
markets; promote trust in the digital ecosystem by enhancing cybersecu-
rity and privacy protection, and encourage the adoption of interoperable
policy frameworks and common standards to facilitate cross-border data
flows

Policy action 2.1: Harmonize regulatory principles and simplify rules for all
participants in the digital economy to ensure fair competition and enable
efficient markets; foster responsible use and free flow of data with trust le-
veraging the work of international working groups

Policy action 2.2: Incentivize multilateral dialogue between Governments, In-
ternational Organizations, in consultation with Businesses and all other sta-
keholders of digital society to grant responsible state behavior in cyberspace
and get broad buy-in for the use of a solid framework on security tools, proto-
cols, and procedures across industries, reflecting their exposure to cyber risk

Policy action 2.3: Support technological innovation with policies that pro-
mote interconnection, interoperability, and the adoption of market driven,
global, open, and voluntary standards and codes of conduct with the aim of
fostering usage of cross-domain solutions and data porting

Recommendation 3 - Support Public and Private Digital Advantage:

Foster Governments' and companies' responsible development and de-
ployment of digital technologies, by leveraging public and private coo-
peration in R&D, promoting investments and effective use cases sharing

Policy action 3.1: Strengthen long-term public involvement to stimulate R&D
in new technologies, while ensuring a fruitful cooperation with the private
sector and promoting responsible, sustainable, human-centered, and mar-
ket-driven development
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Policy action 3.2: Facilitate investments in digital technologies (HW, SW) and
reorganization processes that enhance companies' and Governments' te-
chnological development and cyber protection, by leveraging effective and
non-market distorting funding schemes, providing technical advisory servi-
ces, and stimulating use case sharing, especially for MSMEs

Recommendation 4 - Foster a Digital Ready and Inclusive Society:

Address the existing digital skills gap in the private and public sector by
mapping current shortages, up/re-skilling individuals, updating educa-
tion curricula and encouraging a mindful usage of technologies

Policy action 4.1: Define national strategies to address digital skills gap in pri-
vate and public sectors, also ensuring that efforts and investments are chan-
neled towards top priorities to grant new job opportunities in all sectors

Policy action 4.2: Improve provision of digital skills at schools and universi-
ties to promote the creation of a digital-ready workforce, able to harness the
power of digital technologies while recognizing the associated risk
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Introduction

Digital Transformation is a key driver of economic development, a funda-
mental lever in fighting climate change, and a powerful enabler of social
inclusion. Four main trends contribute to expanding the potential and the
opportunities related to digital technologies:

* Increasing digital and connected population;

* Improving connection quality worldwide;

* Rising adoption of Big Data and Artificial Intelligence technologies;
+ Growing Internet of Things and Machine-to-Machine use cases.

Global digital population has nearly doubled over the last nine years and in-
ternet users are expected to grow even more - reaching ca. 5.3 Bnin 2023, a
36% increase vs 20182 — with the share of connected people rising across all
continents, empowering citizens with new opportunities.

Connection quality is rapidly improving worldwide, unlocking more valuable
use cases. Evidence shows that a 10% increase in broadband penetration re-
sultsin a +0.36-1.38% direct impact on GDP growth, with mobile broadband
having higher impact than fixed broadband?.

Big Data and Artificial Intelligence enable significant improvements in com-
panies’ efficacy and efficiency through machine learning techniques and ad-
vanced analytics to better serve customers. Al market, which grew four times
in the last three years and reached USD 2.3 Tn in 2020, is expected to double
by 2025 up to USD 4.5 Tn*.

Internet of Things is projected to unlock value for USD 15 Tn of global GDP by
2025. Share of Machine-to-Machine (M2M) devices is also expected to grow
significantly in the upcoming years, accounting for almost 50% of total devi-
ces in 2023 based on estimates®.

Moreover, connectivity infrastructures, as enablers of new products and ser-
vices, innovative solutions such as cloud and edge computing, and digital te-
chnologies are considered to be powerful tools to address climate change
and accelerate action to stabilize the earth’s temperature, also setting the
foundation for a greener recovery.

Indeed, Digital Transformation could help reduce global carbon emissions by
up to 15%, contributing decisively to achieve the overall 40% reduction target
within 2030 (vs 1990 levels)® set by many countries in reference with the Uni-
ted Nations Framework Convention on Climate Change (UNFCCC) and the
Paris Agreement. Estimates highlight how Artificial Intelligence is a promising
ally to accelerate sustainable transformation, able to reduce GHG emission
by between 2.6 and 5.3 gigatons of CO2-equivalent (equally to 5-10% of ye-
arly global volume)’.

Halving emissions requires significant investments and unprecedent techno-
logical development. The digital sector can take a strong lead in driving this
effort: cloud computing, industrial automation, fixed and mobile networ-
ks, among other technologies, already serve as a foundation for more pro-
ductive and efficient societies. Moreover, frontier technologies such as 5G,
Artificial Intelligence, Industry-of-Things and advanced robotics will provide
further opportunities to build exponential momentum and make decarboni-
zation and carbon neutrality achievable.

2 Cisco Annual Internet Report, 2018-2023

3ITU Publications, The Economic contribution of Broadband, 2020

“Gartner, Statista, 2019

°BCG, Reduce Carbon and Costs with the Power of Al, 2021

¢ World economic forum, Digital technology can cut global emissions by 15%. Here’s how, 2019, Exponential
Roadmap Initiative, 2020

7 Nielsen, COVID-19 Tracking the Impact on Media Consumption, 2020
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With the right policy framework and strong leadership, those technologies
will be instrumental to move the society towards a more sustainable and in-
clusive economy, focused on growing the value of products and services whi-
le at the same time reducing waste, pollution and resource consumption®.

COVID-19 pandemic reinforced the pivotal role of digital as a pillar of
global resilience. In this context, three factors have emerged to be critical:

+ Worldwide network capacity, reach and security growing in importance;
+Unconnected population risking to be left behind, with digital skills also pro-
ving to be a critical driver of digital divide in an increasingly connected world;
+ Companies’ and Public Administrations’ resilience being tested like never be-
fore, and digital technologies resulting key to ensure operational continuity.

In 2020, imposed lockdowns and smart working practices replaced the tra-
ditional physical ways of social connection and entertainment. Digital media
and online communication became the only option for working and parti-
cipating to social activities. Compared to 2019, media and streaming usa-
ge rose by up to 100% in many countries®, further exacerbating the need
of well-sized and stable networks to process a rapidly increasing volume of
data. The rise of home-based data traffic, driven by teleworking, education
and entertainment, further boosted connectivity demand, ultimately highli-
ghting the need for a faster broadband roll-out.

During the pandemic, people with poor or no access to digital means were
uncapable to contribute to the society, further aggravating the impact of the
already existing digital divide, both within countries and between developed
and emerging economies. A particularly relevant statistics regards young
students which, from pre-primary to upper secondary school, in 31% of the
cases have not been reached by remote learning solutions'®.

Finally, most companies had to face a twofold disruption: evolving people’s
habits and changing employees' needs. The private sector had to rely mostly
on remote digital access to keep productivity at par and e-commerce has
turned into the only possible vector of sales. Internally, challenges comprised
evolving working habits with remote working becoming the new normal. Si-
milarly, Public Administrations were forced to migrate most of their services
to digital applications to ensure continuity of services and support citizens
during the pandemic.

However, the potential of Digital Transformation is yet to be fully realized
and is still limited by five structural factors

+ Heterogenous network capacity, reach and quality across different regions;
+ Gaps and inconsistencies among regulatory principles leading to potential
competitive imbalances;

+ Lack of trust in digital technologies due to cybersecurity and privacy con-
cerns, as well as issues related to respect for human rights, national security,
and digital sovereignty;

« Limited digital offering due to uneven awareness of technology use cases;

+ Low digital readiness among companies, citizens, and workers further im-
pacting the take-up of digital solutions.

8UNICEF, COVID-19: Are children able to continue learning during school closures?, 2020
9ITU, More urgent than ever: Universal connectivity to bring 3.7 billion people online, 2020
Nokia: Redoing the math—-the impact of Covid-19 on broadband networks, 2020
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Infrastructure reach, digital skills, and access to connectivity are still limited,
especially in lower-income countries, resulting in 3.7 Bn people living without
any internet connection™. Differences occur also in terms of connection qua-
lity, with 20-30% of online population experiencing connection speed lower
than 50 MB/s™. Even for most advanced technologies, such as 5G, enormous
variability emerges across countries®. Gaps in connectivity do not just exist
between rural and urban communities, but also within larger cities.

Uneven regulatory principles still slow down the development of new pro-
ducts and innovation. Lack of global standards also prevents technology
interoperability and exacerbates platform lock-ins, resulting in a significant
limitation of use cases.

Cyberattacks and data breaches are increasing in number year by year . With
rising amounts of data transacted and essential activities performed through
digital channels, it becomes essential to effectively protect users and networ-
ks. Lack of trust in the digital ecosystem is resulting in the fragmentation of
the digital economy with many governments establishing protectionist mea-
sures hampering cross-border data flows.

Offering and development of technological products and services have not
fully realized their potential due to uneven public support to R&D and priva-
te investments, as well as limited awareness on technology benefits. At the
same time, ethical and trust concerns on the potentially harmful use of tech-
nology (e.g., those resulting in personal, organizational, and societal adverse
effects), increase fears among users.

Moreover, many people still lack basic digital skills and are not ready to navi-
gate online safely and mindfully.

Digital Transformation will reshape jobs and working environment: 14% of
total jobs in OECD countries will be impacted by automation and 32% are
expected to face significant change in the next two decades™. However, du-
ring the last ten years, digital-intensive sectors created four out of ten new
jobs®. It is calculated that investments in information and communications
technology infrastructure induce 1.4 to 3.6 indirect jobs for every direct job
created'.

As also stated by the OECD , digital technologies and data are transforma-
tional. People, firms and governments live, interact, work and produce dif-
ferently than in the past, and these changes are accelerating rapidly. With
skill mismatches rising among employees, individuals, companies and Public
Administrations, it is essential to invest in learning and re-skilling to ensure
jobs and equal opportunities for all, while adapting to a fast-changing world.
Digital Transformation can speed up the economic recovery and empower
people at all levels of society only if the policy environment is oriented
towards global cooperation and focused to promote priority-based and
actionable strategies. Hence, we call on the G20 to act on the following four
Policy Recommendations:

"iDATE Digiworld, 2021

2IBM X-force Security index survey, 2019

BOECD, Going Digital: Shaping Policies, Improving Lives, 2020

“World Bank ICT, Broadband and job creation: Policies promoting broadband deployment and use will enable
sustainable ICT-based job creation., 2012

BOECD, Going Digital: Shaping Policies, Improving Lives, 2020

°GeSi, Global SMARTer20301 study, 2020
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1. Speed up the roll-out of high-capacity future-proof digital infrastructures,
enhance technology accessibility, and create on-ramps to the digital eco-
nomy for the excluded to foster innovation, competition, cooperation, as well
as inclusion and sustainability;

2. Harmonize regulatory principles to ensure fair competition and efficient
markets; promote trust in the digital ecosystem by enhancing cybersecurity
and privacy protection, and encourage the adoption of interoperable policy
frameworks and common standards to facilitate cross-border data flows;

3. Foster Governments' and companies' responsible development and de-
ployment of digital technologies, by leveraging public and private coopera-
tion in R&D, promoting investments and effective use cases sharing;

4. Address the existing digital skills gap in the private and public sector by
mapping current shortages, up/re-skilling individuals, updating education
curricula and encouraging a mindful usage of technologies.
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Recommendation 1 — Reduce Connection
Inequalities:

Speed up the roll-out of high-capacity future-proof digital infrastructures,
enhance technology accessibility, and create on-ramps to the digital eco-
nomy for the excluded to foster innovation, competition, cooperation, as well
as inclusion and sustainability

Policy Actions

1.1 Enable and support the deployment and take-up of high-capacity and
robust Fixed, Mobile and Satellite Broadband Connectivity across areas
to expand worldwide network coverage and increase connection capaci-
ty, also leveraging most advanced technologies

1.2 Promote technology accessibility by endorsing public - private part-
nerships and supporting private efforts to foster meaningful and inclusi-
ve connectivity for all, especially, but not limited to, developing countries

Leading Monitoring KPI - Owner: G20 Countries Baseline Target
% of People Connected to the Internet 51% 70%
Source: International Telecommunication (2019) (2024)
Union (ITU)

SDG impacted:

Recommendation 1 contributes to the achievement of UN’s SDG 8: Decent
Work and Economic Growth, 9: Industry Innovation and Infrastructure,
10: Reduced Inequalities and 17: Partnership for the Goals.

Policy Action 1.1 contributes to better work standards and economic growth
by solving connectivity issues across geographies. Increasing connection
quality has a positive impact on GDP contributing to target 8.1and 8.2 in su-
staining per-capita-GDP and technological upgrading and innovation. Incre-
asing connection reach would benefit indicator 17.6.2 “Fixed internet broa-
dband subscriptions over 100 Inhabitants by speed” as well as indicator 17.8.1
“Proportion of individuals using internet”.

Policy Action 1.2, fostering technological empowerment and connectivi-
ty infrastructure development, supports the accomplishment of SDG 9, in
particular of target 9.c.1 “proportion of the population covered by a mobile
network”. By granting the same level of connectivity in urbanized and rural
areas, reducing inequalities in technology access, it would also benefit target
10.1, sustaining income growth of the bottom 40 per cent of the population.

1

DECENT WORK AND
ECONOMIC GROWTH

o

PARTNERSHIPS
FORTHEGOALS

&

INDUSTRY, INNOVATION
ANDINFRASTRUCTURE

o

1

REDUCED
INEQUALITIES

A
(=)

v
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Exhibit 1| Rising global population
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G20 Italy Priorities:

Recommendation 1 commits towards the achievement of all three principles
of the G20 Italian Presidency: People, Planet and Prosperity.

Policy Action 1.1 aims at granting higher reach of networks, promoting the con-
nection for all, enhancing businesses’ and People’s capabilities and potential
for recovery, development, and growth, also impacting global Prosperity.

A broader expansion of connectivity would also benefit the Planet and a
transition towards digital means would result in more sustainable businesses:
ICT solutions will play a pivotal role in detaching economic growth from CO2
production, with every 5% increase in access to digital technology dwindling
emissions by around 1.6% .

Finally, Policy Action 1.2, focused on increasing accessibility of device and ser-
vice at all level of societies, would reduce inequalities granting a more equal
condition for People.

Context
Connectivity, as a core enabler of Digital Transformation, has been a pillar of

economic growth in recent years. Connected population is rising, with inter-
net usage growing across areas and regions of the world.

Gilobal Internet users' growth 2018-2023 Internet users as a
(B, 2018-2023) p of regi pop
+36% | )
Region 2018 2023 + Internet population is
Global 51% 66% predicted to increase by
~36% in 5 years
Middle East and Africa 24% 35%
« Internet user's penetration
Asia Pacific 52% 72% over total population is
0 growing by 15 p.p. over 5
Latin America 60% 70% years
Central and Eastern Europe 65% 78% « Asia Pacific showing the
| higher percentage increase
b Wester Europe 2% a7% (~20 p.p) of all the global
\ regions
North America 90% 92%
\ 2018 2019 2020 2021 2022 2023

Source: Cisco Annual Internet Report 2018-2023

The higher penetration of internet users has also been facilitated by 3GPP
connectivity. Mobile internet is, indeed, the primary mean of internet access
for most of the world’s population, and it also incentivizes new waves of inno-
vation, including the App economyV.

3GPP created a thriving global ecosystem with 8 Bn mobile connections in
2020, set to rise to 8.8 Bn by 2026. Nevertheless, many of those who are not
connected to the internet live within the coverage of a mobile network, inde-
ed 95% of global population in 2020 is covered by 3G technology and 80% is
covered by LTE™®,

The ever-faster connection speed on both fixed and mobile broadband in-
frastructures is unlocking more valuable use cases, resulting in additional
GDP growth. It has been demonstrated® that there is a statistically relevant
correlation between broadband penetration and countries’ GDP growth: for
every 10 percentage point increase in broadband penetration - either fixed
or mobile - GDP increases by respectively 0.77% and 1.50%.

7 The App Economy refers to the smartphone and tablet revolution whereby a mobile application is available
for just about everything.

®Ericsson, Ericsson Mobility Report, 2020

 International Telecommunication Union (ITU), The Economic Contribution Of Broadband, 2019
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GDP growth impact of an increase in 10% of fixed and mobile broadband penetration
(% of GDP increase per 10 pp increase in broadband penetration)

Ml Fixed & Mobile

: 1.76
1.50 140 »

pe :)yl Overall <12K 122K >22K Overall  Afica Euro(low CIS'  Aab  Latn  Asia  Americas Eurc
h income States American & Pacific (Incl. N. (Hir
ne Countries) Caribean America)  Inco

o) '\ GDP Pro Capita (USD) count
Source: ITU publications on the Economic Contribution of Broadband 2020, Digitalization and ICT Regulation
regional studies, includes 34 African countries, 18 American countries, 14 Arab States, 18 Asia Pacific Countries, 8
Commonwealth Independent States and 38 European Countries

In the future, significant economic contribution is expected to be also provi-
ded by 5G development, with related use cases predicted to add USD 3.8 Tn
of gross output by 2035 and supporting 22.8 Mn new jobs?.

COVID-19 crisis has impacted people in many countries, significantly influen-
cing their daily lives. Consumers saw resilient networks as a vital factor: ac-
cording to Ericsson Mobility Report 2020, 83% of surveyed people stated ICT
as a key resource to cope with the crisis?. Indeed, connectivity has proven
to be a major driver in enabling global response to the COVID-19 epidemic.
With many activities forced to move to digital channels, internet access has
played a pivotal role in work, education, and social life.

During lockdowns, internet data traffic surged up to 60%?, the use of virtual
communication tools rose 10 times, and online streaming increased by more
than 50% all around the globe?.

Unfortunately, as the world “moves” online, the impact of a digital divide
between people with and without internet access becomes more pronoun-
ced with progressively evident implications. Many students, required to at-
tend schools from home without a reliable connection or an appropriate
device, have been cut off from educational opportunities. Worldwide con-
nectivity gaps are not limited only to rural areas, even within the same cities,
certain zones are less served than others.

Besides the recognized importance of accelerating the deployment of con-
nectivity infrastructure, worldwide network coverage is still heterogeneous,
with poor access to devices and services as well as lack of digital skills,among
others, representing relevant barriers for internet adoption?, resulting in the
fact that nearly 50% of the world is still unconnected?, especially in develo-
ping countries.

20 World Economic Forum, 5G Outlook Series: Enabling Inclusive Long-term Opportunities, 2021

?IEricsson Mobility Report, 2020

22 OECD, Keeping the Internet Up and Running in times of crisis, 2020

2 Nielsen COVID-19 Tracking the Impact on Media Consumption, 2020

24|TU, Measuring digital development: Facts and figures, 2020

2 UNESCO, New report on global broadband access underscores need to reach the half of the world still unconnected, 2019
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Policy action 1.1: Enable and support the deployment and take-up of hi-
gh-capacity and robust Fixed, Mobile and Satellite Broadband Connecti-
vity across areas to expand worldwide network coverage and increase
connection capacity, also leveraging most advanced technologies

High-capacity and robust connectivity networks, intended as infrastructures
and technologies capable of delivering gigabit speeds, allow businesses and
communities to grow their competitiveness, quality of life, education level,
and economic prosperity.

The enhancement of new generation broadband networks, in particular
expanding their reach and upgrading their performances, is crucial to ac-
complish economic recovery and growth. Moreover, existing social imbalan-
ces risk to further widen if technologies and connectivity continue to spread
heterogeneously.

Granting future-proof networks requires adequate public and private co-
operation to stimulate innovation and create financial conditions for new
investments. This could be achieved by ensuring an investment-friendly en-
vironment, free of unnecessary barriers to network deployment, where tech-
nology or vendor neutrality prevails and where markets, rather than govern-
ments, decide which technologies will succeed through fair and transparent
competition.

In this context, we identified two vectors of action to shape and frame the
decades to come:

The G20 should stimulate high-capacity network investments to benefit indivi-
duals, companies, and the economy at large by encouraging new business models,
promoting technology neutrality, fostering transparent and efficient permit gran-
ting procedures, and facilitating broadband network deployment

The G20 should support operational flexibility and encourage markets to
innovate by fostering fair competition to boost innovation and cooperation
and by promoting policy measures to support network investments, levera-
ging both new and already existing business models (which expand network
coverage and speed-up roll-out).

In addition, reasonable taxation, pricing policies, and long-term technolo-
gy-neutral licenses have a major impact on network coverage unlocking gre-
ater investments. In certain instances, regulations are already in place (e.g., at
European Union level?®) but need to be enforced and implemented properly
to ensure overall financial sustainability.

The G20, when facilitating private investments in high-capacity and futu-
re-proof digital infrastructures, should restrict the use of direct publicinter-
ventions only in case of market failures. Moreover, it is essential to facilitate
the overall network deployment process. It means, for example, overcoming
barriers such as permitting delays or harmonizing radio frequency exposure
values which might result in an uneven network deployment. This would stre-
amline and lower barriers to entry and promote competition.

In this regard, the Council Conclusions on Shaping Europe's Digital Future
held on 9 June 2020 stressed that the COVID-19 pandemic demonstrated
the need for fast and ubiquitous connectivity. This situation further calls to
develop a set of best practices to reduce the cost of network deployment?.

To further increase network reach, G20 members should promote measu-
res aimed at providing operators with access to global or regional harmo-

2 European Commission, A Connectivity Toolbox to foster EU-wide advanced connectivity, 2020
Z Ericsson, Digitalization with 5G enables further acceleration of climate action, 2021



B20 POLICY PAPER DIGITAL TRANSFORMATION

nized pioneer spectrum for 5G. The early assignment of sufficient amounts
of spectrum have a major impact on networks’ coverage since they would
lead to greater network investment. In Europe, for instance, only 25.5% of 5G
spectrum has been released to Member States?. The slow pace is, in large
part, due to a focus on short-term profitability, rather than long-term bene-
fits. Finally, G20 governments should also promote information campaigns
highlighting the benefits of 5G for citizens and companies, recalling that 5G
networks deployment is compliant with international regulations on electro-
magnetic emissions.

The G20 should ensure connectivity for the unconnected and enhance
network coverage and connection quality for the underserved by encoura-
ging private sector network expansion and by leveraging mechanisms such
as public-private partnerships, also ensuring their neutrality with respect to
technologies and business models

Because of existing limitations of network coverage and shortfalls of infra-
structure, significant capital investments are required to meaningfully con-
nect more people to the internet®.

This is particularly true if we consider the targets set by many countries in
terms of connectivity reach and performance: the European Commission
has the objectives of ensuring 30 Mbps connection or more for all citizens,
providing access to 1 Gbps for all schools, transport hubs, main providers of
public services and digitally intensive enterprises, granting download speed
of atleast 100 Mbps (to be upgraded to 1Gbps) for all European household by
2025 and uninterrupted 5G wireless broadband coverage for all urban areas
and major roads and railways®°. Indeed, by 2030, all EU households should
have gigabit connectivity and all populated areas should be covered by 5G3'.

Policy makers should put broadband access at the forefront of economic
development efforts, with a reconsideration of policies, including fiscal me-
asures, spectrum pricing, technologies, and business models to expand con-
nectivity reach to historically unconnected or underserved populations.

As recommended by the OECD, it is fundamental to take timely measures
to close gaps in unserved and underserved demographics, while striving to
avoid distorting competition, such as through the promotion of demand ag-
gregation in rural and remote areas®.

The International Telecommunication Union (ITU) estimates that USD 428 Bn
of additional investment will be required over ten years to deliver high-qua-
lity broadband to the world’s unconnected population®. Specific policy me-
asures could be dedicated to the areas that are more challenging to cover:
approaches such as offering discounted spectrum in return for obligations to
cover rural and remote areas, public - private partnerships and community
networks could be explored.

Private sector expansion should be the top priority for network development.
In areas where no self-sustaining interventions are possible, high-speed
networks should be promoted in a technology- and provider-neutral man-
ner. If instruments to promote private sector efforts do not work, Universal
Service Funds (USFs) could be considered. USFs are a system of subsidies and
fees intended to promote universal access to telecommunications services®.

2 Broadband commission for sustainable development, State of Broadband, 2019
2European Commission, Connectivity for a European Gigabit Society, 2020

3°Furopean Commission, Connectivity for a European Gigabit Society, 2020
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Exhibit 3 | 8000+ vouchers used
by different countries benefiting
from WiFi4EU initiative
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When adopting this solution, it is important to secure that USFs are used for
the objective of expanding connectivity coverage and adoption, ensure that
USFs are efficiently and effectively used for the intended aim, do not favor
any particular technology or business models, and work in a complementary
manner with already existing business models to expand the reach of broa-
dband service in locations where operators have been unable or unwilling to
invest so far.

Public involvement in fostering the take-up of high-capacity and robust
fixed, mobile and satellite broadband connectivity, capable of delivering gi-
gabit speeds, can also comprise the provision of demand-side measures such
as voucher schemes without distorting competition dynamics, private invest-
ments and existing business models.

The European Commission WiFi4EU initiative, for example, grants free Wi-Fi
access in public spaces. The initiative, providing municipalities with the op-
portunity to apply for EUR 15 K vouchers, has invested EUR 133 Mn reaching a
total of eight thousand different municipalities®.
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Source: WiFi4EU, Adherence Data updated on third public tender, 2020

In addition, public involvement should also entail the provision of social and
connectivity vouchers to underserved households and businesses. While re-
specting the principle of technological neutrality, vouchers should be gran-
ted to the best available high-capacity and robust fixed mobile and satellite
broadband networks capable of delivering gigabit speeds with a view to fo-
ster their take-up.

Policy action 1.2: Promote technology accessibility by endorsing public -
private partnerships and supporting private efforts to foster meaningful
and inclusive connectivity for all, especially, but not limited to, developing
countries

The COVID-19 crisis has demonstrated the critical importance of devices®®
and services in driving robust, resilient and well-functioning societies and
economies.

Nevertheless, today 3.7 Bn people remain offline®”. Constrained access to
services and devices is one of the main aspects making individuals unable to
benefit from the opportunities arising from the ongoing Digital Transforma-
tion®,

¥ European Commission, WiFi4EU | Free Wi-Fi for Europeans, 2020

%in Europe and in Italy in particular, several Telco operators have tackled the digital accessibility issue offering
devices to hospitals, schools, and Public Administrations to help overcome the pandemic impact

YITU, Measuring digital development: Facts and figures 2020, 2020

¥Broadband commission for sustainable development - Global Goal of Universal Connectivity Manifesto,
accessed 2020
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Given that only five years remain to achieve the Broadband Commission for
Sustainable Development® target of reaching 75% of worldwide internet
user penetration®, it is important for G20 countries to focus on concrete
and actionable proposals:

The G20 should increase technology accessibility for individuals by using public
levers such as promoting clear and transparent National Broadband Plans with
rigorous advocacy frameworks and lowering market entry barriers for companies

The UN Broadband Commission defines internet accessibility as ‘one for two’:
accessible internet is where 1GB of mobile broadband data is priced at 2% or
less of the average monthly income. Internet connections in low- and midd-
le-income countries have become more accessible, moving from 7.0% of ave-
rage monthly income in 2015 down to 3.1% in 2019%, but numerous countries
are still facing challenges to reach this goal.

The G20 should promote the development of National Broadband Plans
(NBPs) as policy documents crucial in defining the goals and aspiration of ICT
sectors over the medium and long term. Furthermore, NBPs have positive im-
pact on increasing countries’ meaningful access, representing the actual con-
dition in which people can access the internet every day using an appropriate
device with sufficient data and a fast connection.

NBPs should also be designed to set effective accessibility targets and track
their progress periodically, stimulate positive public - private relationships,
provide stability for a competitive market to grow, and increase private sector
confidence when committing to longer-term structural investment.

The importance of drafting up-to-date and tangible National Broadband
Plans has been also stressed by the European Commission, which underlined
the importance of ensuring that National Digital Agendas and Broadband
Plans include concrete measures to reach the EU’s 2025 connectivity objecti-
ves with the appropriate state aid rules®.

Ensuring that technology is equally accessible does not have to be limited only
to unserved, remote or in-need population. The World Health Organization
estimates that 1 Bn people live with disability®>, and the International Tele-
communication Union highlighted the importance of improving their access
to ICTs*, especially considering that assistive technology can be life-changing
for disabled individuals*. Access to technology should not be restricted by our
vision, hearing, mobility, mental health, learning disabilities or cognitive diffe-
rences; hence, information communication technologies and devices should
be designed to be accessible to all. In particular, highly specialized and assistive
technologies such as screen readers and magnification for blind and visually
impaired people as well as text-to-speech software for individuals with neu-
rodivergent conditions go well beyond standard features built into technology
today, but should be offered as well to grant true inclusion for everyone.

Finally, Governments should ensure that information and communication
campaigns held at national level on available digital means (devices, services,
and networks) are homogeneous and synchronous to ensure the same level of
awareness, understanding, and support across every layer of the population.
On this topic, it is important to build on the existing work, such as the guideli-
nes provided by the International Telecommunication Union (ITU)%.

3°The commission has been established in May 2010 with the aim of boosting the importance of broadband on the in-
ternational policy agenda, and expanding broadband access in every country as key to accelerating progress towards
national and international development targets, Broadband commission for sustainable development, accessed 2020
“OInternational telecommunication union (ITU), 2018

“Alliance for affordable internet, Affordability report, 2020

%2 European Commission Services, Recovery and Resilience Plans, example of component reforms and investments, 2020
“World Health Organization, Disability and Health Report, 2020

“ITU, Accessibility study group, 2020

“Forbes, For Disabled People, Access To Assistive Tech Is A Human Right Not An Employment Perk, 2020

“®ITU Guidelines on how to ensure that digital information, services and products are accessible by all people,
including Persons with Disabilities during COVID-19, 2020
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G20 should promote the development of policies to bridge physical and digi-
tal infrastructures, create an entry-point for the excluded to access the digi-
tal economy, and mitigate social imbalances by granting meaningful internet
access to everyone

The G20 should accelerate the digital development of rural areas and impro-
ve its governance by enhancing digital infrastructure and capacity building to
bridge the digital gap with urban areas, thereby reducing inequalities.

Even though the internet and technologies’ penetration rates in rural zones
have been rising in recent years, there is still a gap compared to urban areas.
According to ITU 2019 data, about 72% of households living in urban areas
globally have access to the Internet at home, almost twice as much as in rural
areas (38%)%.

To bridge the digital divide, it is important to strengthen the infrastructure
and improve network coverage and penetration. Digital technologies can su-
stain rural population also by enhancing agricultural production, supporting
public services (including healthcare and education) and their governance.

¥ International Telecommunication Union, Household Internet access in urban areas twice as high as in rural
areas, 2020
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Moreover, it contributes to the achievement of target 16.3 by promoting the
rule of law at national and international level, and target 1716 by enhancing
the global partnership for sustainable development, ensuring harmonized
perspectives on technological development, while promoting cohesiveness
and cooperation within and between countries.

Policy Action 2.2, ensuring multilateral dialogue and common regulatory
principles on cybersecurity among nations, supports target 16.3 in “promo-
ting the rule of law at national and international level”. Furthermore, by en-
suring the implementation of risk-based technical and procedural require-
ments across sectors, it safeguards each and every layer of the value chain,
granting more resilient infrastructures (target 8.2), while at the same time
ensuring industries’ sustainable growth (target 9.1).

Policy Action 2.3 further commits to the realization of target 9.2 by fostering
interoperable standards. Such measures would mitigate platform lock-ins
and promote fairer competitive environment, thus building towards a more
inclusive environment.

G20 ltaly Priorities:

Recommendation 2 commits towards the achievement of Italy G20’s prin-
ciples of People, Planet and Prosperity, by promoting harmonization of
principles, fostering fair competition, and granting trust in the technological
ecosystem.

Policy action 2.1, ensuring that consistent regulatory principles are aligned
with sustainability priorities, will eventually benefit the Planet, as well as har-
monizing approaches will stimulate competition and innovation, thus bene-
fitting Prosperity and international growth. Finally, acting on users’ trust in
the ecosystem by promoting data flow while protecting data privacy would
benefit People guaranteeing an appropriate balance between data accessi-
bility and data security.

Policy Action 2.2, calling for a framework on cybersecurity tools, protocols,
and procedures would eventually shield People from cyberattacks and data
breaches. Moreover, it will prevent unnecessary losses and waste of capital
by raising awareness on data protection at corporate level, thus ensuring all
resources are effectively conveyed towards growth and innovation, and ulti-
mately contributing to global Prosperity.

Policy action 2.3 by defining common standards for technology interopera-
bility across sectors and industries where required, would foster the usage of
cross-platform and cross-domain solutions and avoid use case limitation and
platform-specific lock-in, stimulating the usage of open-source hardware
and software and contributing to global technology development and Pro-
sperity.
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Context

The evolution of digital technology is reaching new heights, enabling new
business models, supporting innovation, and redefining industry’s traditional
boundaries. Digital Transformation is solving complex challenges providing
solutions to businesses and communities during the pandemic in a broad
range of sectors including healthcare, education, energy, finance, and tran-
sportation.

For markets to work and interact effectively, a fair, transparent, and predi-
ctable regulatory environment must be guaranteed. Nonetheless, global
coordination on rules and regulatory principles is not keeping the pace with
technological evolution, thus creating imbalances and distortions across
countries, legislations, industries, and companies, ultimately impacting the
overall trust in the digital ecosystem as well as the market efficiency.

Moreover, with new digital business models growing in importance, there
is an increasing need to ensure that regulatory approaches, fostering fair
competition through the whole digital value chain, remain open and flexible
enough to capture the ever-changing evolution of technology as well as ad-
dress its most critical challenges.

Harmonization of principles, adopted through multi-stakeholder consul-
tations, should not encompass only international regulatory principles, but
should also address national and industry-specific technological standards
given their significant importance in growing digital applications such as In-
ternet of Things (loT) and Machine-to-Machine (M2M) communication also
enabled by networks and cloud technologies.

The global loT end-user spending is expected to grow significantly from 2019
to 2025 from USD 212 Bn to USD 1,567 Bn“8. Similarly, as the main pillar of loT
development, M2M communication is predicted to grow as well. Incidence
of M2M devices over total is projected to reach 50% in 2023, up from 36%
in 2019.

Incidence of M2M devices on total devices Global forecasted loT end-user spending
(% over total devices, 2019 - 2023) (Worldwide market size; B USD; 2019 - 2025)

/:567

CAGR

/8*

418

2019 2021 2023 2019 2021 2023 2025
Total
Devices (B)! 19 23 28
Total M2M
Devices (B) 7 10 14

Source: Cisco Annual Internet Report 2018-2023

48 Statista, Finch Capital, 2020

Exhibit 4| M2M incidence over

total devices and global forecasted
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Exhibit 5 | Cybersecurity growing
in importance as internet usage
spread
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The rise of M2M communication and connected industrial sensors for Indu-
stry 4.0 involves an unparalleled need of data flows and systems interope-
rability across borders and technological domains. On this, the presence of
gaps and overlaps in technology standards, intended as “missing or duplicate
elements in the loT standardization landscape™®, may hinder the develop-
ment of open platforms and open-source communities.

Indeed, the lack of interoperability in loT systems represents one of the most
significant barriers to the widespread of loT adoption. If loT devices cannot
communicate with each other or with different protocols, their potential gets
significantly reduced. From an end-user perspective, for example, having in-
teroperable devices would improve customer experience and promote tech-
nology adoption. At the same time, from a business perspective, interope-
rability enables richer data collection, allowing corporations to have better
visibility on potential improvements on processes, products, and services.

However, system interoperability does not have to be limited to loT devices
and industrial applications. Offering seamless interfaces would also enhance
the way citizens use digital products and services. Examples are Door-to-Do-
or mobility or logistics applications expected to be fully deployed in the fu-
ture. With smart mobility on the rise, autonomous vehicles as well as shared
and public mobility services are expected to become connected in the co-
ming years, benefitting users with smoother customer journeys, also contri-
buting to the reduction of global emissions®.

Promoting data free flow with trust (DFFT), which have to rely on effective
legal frameworks for privacy and data protection (with the consent of consu-
mers), requires a global agreement on regulatory principles and standards as
well as promoting cyber trust and protection. Having efficient and harmoni-
zed data sharing principles will be pivotal to boost the data economy and to
achieve UN’s SDGs targets®'.

With internet usage and data exchanges on the rise, concerns in the digital
security environment are growing significantly. The number of Distributed
Denial of Service (DDoS) attacks, for example, are expected to nearly double,
from 7.9 Mn in 2018 to 15.4 Mn in 2023, with a CAGR of +14%>.

Networkinfrastructures are notthe only assets to protect. Wrong procedures
and behaviors should be addressed as well: 43% of company data breaches
are driven by human errors. Moreover, cyberattacks may also impact com-
panies’ long-term competitive advantage: indeed, cyberattacks are often a
mean to get access to companies’ industrial secrets and Intellectual Property.

Number of DDoS attacks will double to 15.4 M by 2023 globally,
growing with higher rate than connected devices Security must be granted end-to-end in networks to avoid breaches...
DDoS Attacks per year 2018 — 2023

(B of DDoS attacks) Data breaches in US by Year!

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 Hi-20
Average cost - - . - A

' it 5 5, r A -
(MusD)
é ...with human error playing a key role, accounting for 43% of data breaches?
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Use same
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1. United States; Identity Theft Resource Center; 2005 to H12020; 2.United Sta-
tes; Ponemon Institute; IBM; 3. IBM X-force Security index survey 2019; Gemalto
survey, BCG "A Great Digital Identity Solution Is One You Can’t See” 2019
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Source: Cisco Annual Internet Report 2018-2023; Cyber Security Ventures 2020

“Alliance for Internet Of Things Innovation, High Priority loT Standardization Gaps and Relevant SDOs, 2018
*°BCG, Shaping the Future of Mobility, 2020

*'BCG, Sharing Data to Address Our Biggest Societal Challenges, 2021

*2Cisco annual internet report 2018-2023, 2020
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The state of the art in cybersecurity legislation comprises a heterogenous
landscape of different laws, regulations, and policies. This fragmentation does
not allow for an effective international cooperation on cybersecurity issues.

Addressing these concerns will require global collaboration across different
stakeholders asking both companies and governments to think more expan-
sively about their roles in digital safety and trust. In particular, it is of funda-
mental importance to ensure protection of critical infrastructures, including
hospitals, government data centers and all others indicated by the United
Nations’ Group of Governmental Experts and Open-Ended Working Group®.

In order to create a coordinated regulatory framework that addresses the
needs of a global digital economy — promoting fair competition, ensuring
free flow of data, granting interoperability and trust in the digital ecosystem
as well as addressing grey areas of jurisdiction within the cyber space —inter-
national policy makers should examine firstly which existing laws and rules
apply to new technologies.

Where appropriate, governments should define which technology-neutral
measures promote innovation, while stimulating private investments and
encouraging inclusion and multi-stakeholder collaboration. Regulatory fra-
meworks need to be open and flexible enough to capture the ever-changing
evolution of technology, while at the same time making sure rigorous princi-
ples are adopted among all stakeholders.

With the objective of providing tangible, impactful, and pragmatic actions,
we urge the G20 to act along three main policy actions:

+ Harmonize regulatory principles and simplify rules for all participants in the
digital economy to ensure fair competition and enable efficient markets; fo-
ster responsible use and free flow of data with trust leveraging the work of
international working groups;

+ Incentivize multilateral dialogue between Governments, International Or-
ganizations, in consultation with Businesses and all other stakeholders of di-
gital society to grant responsible state behavior in cyberspace and get broad
buy-in for the use of a solid framework on security tools, protocols, and pro-
cedures across industries, reflecting their exposure to cyber risk;

+ Support technological innovation with policies that promote intercon-
nection, interoperability, and the adoption of market driven, global, open,
and voluntary standards and codes of conduct with the aim of fostering usa-
ge of cross-domain solutions and data porting.

>3United Nations, official site, accessed June 2021
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Policy action 2.1: Harmonize regulatory principles and simplify rules for all
participants in the digital economy to ensure fair competition and enable
efficient markets; foster responsible use and free flow of data with trust
leveraging the work of international working groups

Competitive neutrality within markets® is essential for well-functioning re-
gulatory regimes and for the diffusion of the Digital Transformation in a fair
and competitive manner. Regarding the harmonization of the current regu-
latory principles, we propose three priority areas to focus on:

The G20 should harmonize regulatory principles and simplify rules for all
participants in the digital economy to promote competitive and efficient
markets building on the frameworks already developed by international fora
Promoting fair competition and granting international alignment on regula-
tory principles is critical to ensure the right environment for digital players,
belonging to different stages of the value chain, to innovate. Regulatory dif-
ferences between established and new digital players must be removed, and
outdated regulations revised, when appropriate, to foster competitive mar-
kets and promote innovation.

To do so, the G20 should consider cooperating with international working
groups and fora to identify strategies and approaches for actions across
countries and industries.

In the Digital Economy, one of the most relevant topics is represented by the
investigation on where value is created, given its direct implications on fiscal
treatment. While countries agree that the profit of a multinational company
should be taxed in the jurisdictions in which it creates value, there are different
interpretations on how to define value (e.g., users’ location, company’s HQ).

At present, digital service taxes differ significantly in their structure from
country to country, also having different scope, thresholds, and maturity®>.
Recently, the Group of Seven (G7) advanced economies reached an agree-
ment to back a minimum global corporate tax rate of at least 15%, setting the
stage for a global consensus towards international digital taxation guidelines.
Such consensus must be achieved in all geographies and must consider coun-
tries’ specific economic, social and demographic conditions.

We call on G20 countries to garner their collective efforts and act as a me-
dium of discussion through a coherent and coordinated approach to move
swiftly towards a global consensus-based and comprehensive digital taxa-
tion framework that can be applied equally to all segments of the digitalized
economy and does not discriminate or create competitive distortions.

The G20 should promote the development of a trustworthy digital ecosy-
stems, enacting comprehensive and coherent international and national
privacy regulatory principles based on the consensus reached by member
states, anchored to transparency, consumer empowerment, corporate re-
sponsibility, and enforcement

With increasing usage and sharing of personal data, it is essential to protect
individual privacy. Therefore, it becomes a priority to harmonize internatio-
nal regulatory approaches on data protection and privacy with the goal of in-
creasing mutual trust on how personal data is treated, used and monetized.

> For example between firms of different parent nationality, various technologies, or existing firms and new
entrants
% Tax Foundation, “What European OECD Countries Are Doing about Digital Services Taxes”, 2021
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To do so, it is pivotal to establish a set of principles and an action plan ensu-
ring the development of national privacy regulatory principles that include
a globally harmonized framework for effective and comprehensive privacy
and data protection while ensuring innovation, also putting concrete me-
chanisms in place to facilitate cross-border data flows with trust. To avoid
fragmentation of the data economy it is also essential to prevent domestic
limitations to cross-national data flows.

The G20 should therefore encourage a consistent and balanced adoption of
national and international regulatory principles on critical and most innova-
tive areas, such as personal data and Intellectual Property.

Moreover, a trustworthy digital environment for citizens, customers and
companies can only be achieved if they safely interact with each other. In the
digital space, people need to know the identity of who they are dealing with.
Whether it is an individual trying to get a passport or a merchant needing to
confirm that a client is who they claim to be, proving trusted digital identities
today takes intensive effort and significant cost.

The G20 should support the design of policies aimed at promoting digital
identities as a building block for data privacy and digital trust, ensuring the
right incentives to enhance their interoperability across borders and sectors,
public and private environments.

Digital Identities encompass a wide range of electronically captured and
stored information ranging from legal digital identities and credentials to al-
ternative data such as social media behaviors, digital payment patterns and
mobile usage statistics. Digital Identities are also a lever for Governments,
financial institutions, digital platforms, and international organizations to fo-
ster inclusion in the digital economy while also protecting data privacy.

The G20 should foster responsible access and sharing of data and enable
Data Free Flow with Trust (DFFT) across borders by adopting consistent hi-
gh-level guidelines, also supporting their implementation across individuals,
firms and governments

Data access and sharing is estimated to generate social and economic be-
nefits worth between 0.1% and 1.5% of GDP in case of public sector related
data, and between 1% and 2.5% of GDP when accounting for private sec-
tor data®®. The OECD estimates that the effective usage of data can boost
productivity and improve products, processes, organizational methods, and
markets. OECD also suggests that firms leveraging data, exhibit faster labor
productivity growth by 5% to 10%>".

However, despite a rising need for data and evidence of its economic and social
benefits, data access and sharing have not achieved their full potential yet.

Individuals, businesses, and governments often face barriers to data access.
From a 2018 study, out of 129 companies surveyed, 60% did not share data at
all with other players and 58% did not reuse data obtained from other compa-
nies. When this type of gridlock occurs, data ecosystems fail to thrive, and value
creation is limited*®. Furthermore, existing regulatory differences, are present
not only across borders but also across different sectors, and risk to skew the
competition ground, limiting the capacity of all companies to innovate.

%SOECD, Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for Data Re-use across Societies, 2019
“OECD, Mapping approaches to data and data flows, 2020
%BCG, Simple Governance for Data Ecosystems, 2020
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To encourage and enhance data free flows for the benefit of all, also ensu-
ring equal approaches to different sectors, a coherent data policy framework
is needed. Major challenges need to be addressed in continuity with the ef-
fort of international working groups as well as the one of International for
standard setting such as the ASEAN Data Management Framework®, the
WTQO’s JSI on E-Commerce®®, or the OECD Initiative on Data Governance for
Growth and Well-Being®'. The following actions should be undertaken:

+ The G20 should promote a coherent approach to data policy including par-
tnership with industries and international organizations to consider how to
develop data classification frameworks that could help organizations and in-
stitutions categorize anonymized and pseudonymized data with the goal of
creating an agreed language on data flows;

+ The G20 should facilitate the free flow of data in ways that align with the
rule of law and the protection of individual rights and freedom (including pri-
vacy). In doing so, the G20 should avoid data protectionism without under-
mining states’ rights to regulatory autonomy on data protection and privacy;

+ The G20 should encourage the development of guidelines to ensure that
data portability requirements are consistent, where appropriate and rele-
vant, and provide sufficient guidance for their implementation.

Policy Action 2.2: Incentivize multilateral dialogue between Governmen-
ts, International Organizations, in consultation with Businesses and all
other stakeholders of digital society to grant responsible state behavior
in cyberspace and get broad buy-in for the use of a solid framework on
security tools, protocols, and procedures across industries, reflecting
their exposure to cyber risk

As B20, we believe that the ambitious goal of having a cybersecure ecosy-
stem will only be achievable through international cooperation and mutual
commitment. Given the pivotal role that cybersecurity progressively plays in
our everyday life - both as citizens and as workforce members - we identified
two core areas for the G20 to focus on:

The G20 should promote multilateral and multi-stakeholder discussions, le-
veraging global fora and working groups on cybersecurity-related topics and
ensure the establishment of national cybersecurity agencies with clear agen-
das, effective governance mechanisms and enforcement rights

To define common guidelines and procedures to regulate the cyber domain
in a manner commensurate with its underlying risks, G20 countries should
promote existing treaties and foster dialogue across governments, institu-
tions, working groups, industries, and firms.

Launched in 2014 by the Institute of Electrical and Electronics Engineers
(IEEE) Computer Society and Future Directions Committee, the Cybersecu-
rity Initiative (CYBSI) could serve as a starting point to build upon.

We believe that multi-stakeholder cooperation stands out as a crucial suc-
cess factorin this area, as it enables learning from other countries’ results and
challenges and allows to replicate policies that already proved to be effective
elsewhere. For this reason, the G20 could leverage on other cross-country
multi-stakeholder dialogues that have already been launched.

ASEAN Digital Senior Officials, ASEAN Data Management Framework and Model Contractual Clauses for
Cross-Border Data Flows, 2021

°World Trade Organization, Joint Statement Initiative on E-commerce

S'OECD, Initiative on Data-driven innovation for growth and well-being official site, accessed 2020



B20 POLICY PAPER DIGITAL TRANSFORMATION

First, on the OECD “Global Forum on Digital Security for Prosperity”, brin-
ging together experts and policy makers to foster the sharing of good practi-
ces on digital security risks prevention. International debates lead to mutual
learning and convergence of views, also influencing public policy discussions
contributing to the development of widely agreed principles®.

Second, on the Global Forum for Cyber Expertise (GFCE), supporting the
adoption of a cyber Programme of Action (PoA) in the context of the General
Assembly of the United Nations (UNGA)’s First Committee to promote acce-
lerated adoption of norms, rules, and principles of responsible state behavior
within the cyber space.

Also some cutting-edge policies developed at national level have formed
the basis of emerging international norms: for example, the US National In-
stitute of Standards and Technology (NIST)’s cybersecurity Framework has
established a baseline dialogue around the globe on risk-based approaches
to cybersecurity and the UK Government Code of Practice paved the way for
European Telecommunications Standards Institute’s (ETSI) technical specifi-
cation for consumer loT security®.

In this context, we further stress the need for national cybersecurity agencies
(NCAs) to align at international level, to ensure their action plans are cohe-
rent with each other. Agencies should oversee the nation-wide cybersecurity
strategy agenda, covering every aspect including prevention, detection, and
response. At the same time, the G20 should ensure that NCAs have the cor-
rect governance, mandate and execution/enforcement rights enabling them
to effectively act on the whole spectrum of their tasks.

NCAs should also enhance companies understanding on cybersecurity issues
and prevention methods with dedicated programs such as Singaporean SG
Cyber Safe Program, a concerted effort by the Government to help enter-
prises better protect themselves in the digital domain and raise their cyber-
security posture®.

Furthermore, to ensure prompt coordination and faster responses to cybe-
rattacks, the G20 should consider more effective data sharing both within
regional organizations and at international level.

Finally, the G20 should champion the implementation of shared norms, rules,
and principles of responsible state behavior in cyberspace as adopted by con-
sensus in the March 2021 UN General Assembly First Committee®® to promote
cybersecurity and reduce cyber risk for all stakeholders. UN’s Member States
agreed that the existing acquis for responsible state behavior in cyberspace
fully apply. They also endorsed recognition of further obligations for countries
to promote international peace and security in the online environment.

The implementation of these norms however remains rather incomplete.
The result is an increase in both costs and risks for businesses and other sta-
keholders. The G20 should lead by example and commit to fully implemen-
ting rules and principles resulting in responsible state behavior and periodi-
cally review progess, also calling on non-G20 countries to do the same.

62 OECD, Global Forum on Digital Security for Prosperity, 2021
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The G20 should promote the adoption of risk-based technical and proce-
dural security approaches to safeguard critical activities, services, and in-
frastructures on a sector-by-sector basis; protection should also be set for
consumer-facing technologies, also considering the imperative protection of
minors and least skilled users

G20 countries should engage in developing a comprehensive international
approach to map national critical infrastructure and essential services, with
the goal of assigning them specific priorities in terms of cyber protection.
Critical assets and infrastructures should be defined accordingly to their
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Policy Action 2.3: Support technological innovation with policies that pro-
mote interconnection, interoperability, and the adoption of market-dri-
ven, global, open, and voluntary standards and codes of conduct with the
aim of fostering usage of cross-domain solutions and data porting

As Digital Transformation accelerates, countries should create policies that
not only address issues at domestic level, but also look towards a coherent
set of standards for interoperability that can enable companies to operate
efficiently in international markets. Countries should promote cross-border
business by adopting global standards, especially when volu